THE INTEROPERABILITY OF CYBER-PHYSICAL SYSTEMS
IN DIGITAL MANUFACTURING OF THE INDUSTRY 4.0

D A Zakoldaev?, AV Gurjanov?, | O Zharinovt, O O Zharinov?

! Faculty of Information Security and Computer Technologies, Saint Petersburg National Research University of
Information Technologies, Mechanics and Optics, 49, Kronverksky Av., Saint Petersburg, 197101, Russia
2 Director, Stock Company «Experimental Design Bureau «Electroavtomatika» named after P A Yefimov, 40,
Marshala Govorova St., Saint Petersburg, 198095, Russia
3 Department of Problem-Oriented Computing Complexes, Saint Petersburg State University of Aerospace
Instrumentation, 67, Bolshaya Morskaia str., Saint Petersburg, 190000, Russia

E-mail: mpbva@mail.ru

The task is to integrate cyber and physical systems into the Industry 4.0 digital production company. Cyber
and physical systems integration is done with open interaction interfaces in the company virtual and physical
levels. The interaction physical level of production machines is defined with the property of technical
(technological) interoperability of cyber and physical systems. The program level of production machines
interaction is done with the property of semantic interoperability of cyber and physical systems. There is a linear
structure of digital production company. There is a scheme with its means of cyber and physical systems
technical and semantic interoperability provision for the Industry 4.0 smart factory.
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Figure 1. The Industry 4.0 digital production linear structure.

Test program

\
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
1




Physical level CPS
interoperability means

Ethernet based physical
communication environment

|/ Cyberandphysica | o~ Cyber and physical ™ |
o system 1 | Syem 2 n
4( Controller >7 Do —( Controller )% L
Technological 4 A Technological L
'+ ( Sensors process work Actor Do Actor process work Sensors ) |
Pl chamber P chamber I
oA B N e
i Manipulator 3
! D — !
: robot !
| A 3
| < v > /
\ ~ » ’
Wireless IoT based sensor communication environment

| : Technological : Technical |

| CPS technological echnologica Cyber and physical echnica :

| processes . documentation cloud | |

! processes ontology systems mathematical services and |

| (semantics) models models (Digital twins) i

CPS model

CPS model

| Item manufacturing
dynamic route

Figure 2. Cyber and physical systems interoperability means in its physical and virtual levels.



In Russian Federation the problem to standardize cyber and physical systems in the government level is for
specially created technical committee 194 which objective is to design modern systems of norm and technical
control in the projection and exploitation of CPSs and related informative technologies. The main purpose of the
technical committee 194 is to create and implement some national standards of digital economy, which are in
accordance with existing today international standards in the direction of the advanced production technologies.

Of course, the priority in standardization direction today is a cyber security matter to design integrated

calculation systems, cloud technologies, wireless nets of internet communications and other.



