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Problem statements:

The potential appearance of a quantum computer.
The need to increase the size of keys, which negatively affects performance.

The appearance of effective methods for solving a complex computable problem leads to a
decrease in the stability of the entire crypto algorithm.

The emergence of legislative initiatives to create new post-quantum standards (National Institute of
Standards and Technology, NIST).

Post-quantum approaches are less proven in practice compared to existing asymmetric schemes.

There is a need to develop double - security schemes based simultaneously on several complex
computable problems

Combined algorithms and electronic signature protocols will improve the security of existing
systems.

The of this paper is the additional parameter estimates of previously developed
combined electronic signature schemes in the specific (first) security level.
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the El - Gamal scheme _ g~ 1800
the Falcon + = the combined scheme §§ 1600
the Schnorr scheme 52 1,400 -
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the GOST 34.10- 2012 g % 1,000 -
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Table 1. Estimation of public key and private key lengths and signature length of g5 0’400 |
developed schemes at the first security level &7 0:200 |
. 0,000 -
Signature Falcon512 and Rabin  Falcon512 and EI-Gamal Falcon512 and Schnorr  Falcon512 and GOST
length, scheme scheme scheme 34.10-2012
Sl Figure 1. The time estimation spent on the signature generation at the first security level
D T 4097 | 897 617 o 0450
384 384 768 5& o040
Combination of Falcon512 and Rabin 4481 1281 768 83 8:288
scheme c % 0,250
El-Gamal scheme 384 384 768 25 %
m i)
Combination of Falcon512 and El-Gamal [:V:E§E 1281 1385 -‘?_5 0,100
scheme > 8:888 ]
the Schnorr scheme 384 384 768 Falcon512 and Rabin  Falcon512 and El-Gamal Falcon512 and Schnorr  Falcon512 and GOST
Combination of Falcon512 and Schnorr [:VEj] 1281 1001 scheme scheme scheme 34.10-2012
schem Figure 2. The time estimation spent on the signature verification at the first security level
the Russian Standard GOST 34.10-2012 32 32 64 APITECH APITECH
Combination of Falcon512 and GOST 4129 929 681 PR I S B
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The final estimates of computatlonal complex1ty of
the developed combined schemes

64 E 2 B \anip
the Falcon512 and Rabin schemes combination: W, =exp| | 3 9 + O(l) (|Og n)3 (Iog log n)3 + O((Z_e) \/a)
T

the Falcon512 and El-Gamal schemes combination 1 IB (1-n/ )
and the Falcon512 and Schnorr schemes combination: W2 =EXp (Iog plog Iog p)2 t O((Zﬂe) \ﬁ)

the Falcon512 and the GOST 34.10-2012 combination: \W, = O(+/r ) + o((ZL;e)(l—n/ﬂ) \/a )

Conclusions:

 Such schemes significantly increase the security level with a relatively small
increase in key and signature lengths, as well as time characteristics.
e Such schemes can be used by private companies and government organizations.
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