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Motivation, types and architecture of a web crawler

r Threats: * Focused web
* Scraping; C crawler
e Expediting; * Incremental web
Information theft Competitor spying crawler
e CAPTCHA - A
@ e Distributed  web
0. Defeat; v crawler
[y 0
FKi * Skewing; ' |
Snioi Analysis module Pagzg;;wtglnad Dispatcher
* Sniping;
Loss of add-on sales . Denial Of Load of infrastructure .

Inventory; 19 -

HTML pars@ng and
* Fingerprinting; Storage s

Comparison sites ¢ Ad Fraud. Arbitrage Figure 1. Architecture of a web crawler.
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Steps of experiment: analysis and results
1. Collect requests data from several web-resources. Table 2. Malicious and common crawlers
2. Perform session labelling process by the use of semi-automated _detection results.

tools and methods. -mm

3. Calculate web-resource connectivity graph and session features JZEIEIN  0.94 0.89 0.91
based on the graph. 078 0.87 0.82

4. Measure similarity of malicious crawlers, common crawlers and 0.89 0.88 0.89
simulated crawlers. Total

03

Table 1. Feature ranking. 020 1 _ .
b | Tile | Rank | Table 3. Simulated crawlers detection results.
0 referer_empty  0.21983354 154 -mm F1-score
14 | k_in_min 0.089428
“ request_count 0.063491 010 0.93 0.89 0.91
S static_count 0.060145 | 0.79 0.86 0.82
CUERD k_in_median 0.059697 Avg/ 0.89 0.88  0.88
n images_count 0.058287 0.05 1 Total
P2 klin_mean 0.057823
| 18 | k_out_min 0.043006 0.00- APITECH APITECH
m k—ln—max 0'041888 8 14 0 ° 13 6 12 18 15 22 MNpuxnansan GUINKa, KHOOPMILUNOHHBIE Applied Physi Inf ti
P10 pagerank_min 0.040731 Figure 2. General feature importance. e b i s i B
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In the further research:

* better features by website type;
* prevention;

* universal library;

e dynamic structure;

* usability and workload analysis.
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Conclusions

In the current research:

e the analysis of web crawlers behavior
was made;

 the conclusion that malicious crawlers
behave similar to common crawlers was
formulated;

e the web crawlers Dbehavior was
simulated;

e the results are necessary for
construction of a complex detection and
prevention system.
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